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Abstract—In the study of deep learning-based models and deep
neural networks (DNN), measuring their sensitivity or robustness
against perturbations has been a key focus. This is especially
relevant for safety-critical applications, such as fully-automated
vehicles on public roads, which need to demonstrate—besides
robustness against intentional adversarial manipulations—the ro-
bustness under all conditions of their operational design domain
(ODD). In this context, the specific understanding of how deep
learning models are affected by ODD aspects is crucial to assure
safe and reliable operation.

We present an approach to systematically evaluate the sensitiv-
ity of DNNs to variations in environmental conditions through the
use of physically-based synthetic data, demonstrated on the task
of traffic sign recognition. For this task, a data synthesis pipeline
is leveraged, for which the comparability to real-world data was
previously demonstrated. This pipeline is used to create a large-
scale systematic dataset of perturbations with physical, exposure-
related meaning, including 2 196 subdatasets, accumulating to
9 442 800 test images. This dataset is provided as open data
to serve as a basis for further in-depth investigations into the
performance of DNNs under challenging conditions.

The application of our testing approach indicates that the
performance of DNNs can be related to the physical parameters
of input image data and that the sensitivity to these parameters
can be measured to a significant and reproducible degree;
however, the results show high variation and complexity in the
behavior of the evaluated DNNs that extend beyond simple data
quality models.

Index Terms—computer vision, deep learning, sensitivity anal-
ysis, robustness, automated driving, traffic sign recognition,
simulation, synthetic data

I. INTRODUCTION

W ITHIN the development of artificial intelligence (AI)
and machine learning (ML) systems for critical ap-

plications (such as automated driving, robotics, healthcare,
and security), the prediction of their performance during
operation, and the early identification of system limits are
pivotal challenges. Due to the complexity of advanced AI-
based systems and their operational environments, their ro-
bustness against variations in the environment and their sen-
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Fig. 1: Example of the applied approach, based on the F1-score of a ConvNext
V2 Atto model [1] (trained on GTSRB [2]) on a dataset of physically-based
perturbations of a specific traffic sign class. Each color-mapped cell represents
the F1-score over 100 sample images. The F1-score generally decreases as
the amount of light decreases. But compensation via longer exposure times
(which scales motion blur) or via gain or ISO (which scales noise) along an
isoline of constant environment brightness (irradiance) has no uniform effect
on the F1-score. A systematic evaluation indicates a considerable sensitivity
to specific combinations of these camera parameters, to the traffic sign shape,
and to the model architecture. The indicated sample in the center is (along
with the additional samples at the top) an example of a parameter combination
at which the F1-score drops below 0.3. An arbitrary reference irradiance was
defined as 100% for the identification of isolines.

sitivity to potential variables are no longer easily described
or derived analytically from the system design. Accordingly,
the performance evaluation of such data-driven models also
depends on using data to evaluate system limits, as well as
on the sensitivity of the system to approach said limits due to
variations in operational conditions. A particularly important
regulation on requirements for the operation of AI/ML-based
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systems is the European AI Act, proposed in 2021, which
has been current law in the European Union since August
2024, and which states, with regard to the robustness of AI
in high-risk applications, i.a., that “Technical robustness is a
key requirement for high-risk AI systems” [3, Rec. 75] and
that “High-risk AI systems shall be as resilient as possible
regarding errors, faults, or inconsistencies that may occur
within the system or the environment in which the system
operates [...]. Technical and organizational measures shall be
taken in this regard.” [3, Art. 15.4] In this context, “high-risk
AI systems” refers to, amongst others, “AI systems intended
to be used as safety components in the management and
operation of critical digital infrastructure [and] road traffic”
[3, Anx. III]. It also introduces requirements for technical
documentation, which is to include “the validation and testing
procedures used, including information about the validation
and testing data used and their main characteristics; metrics
used to measure accuracy, robustness, and compliance with
other relevant requirements” [3, Anx. IV]. Accordingly, the
demand increases to map aspects of the expected operational
conditions of AI systems (their operational design domain
(ODD) [4]) to quantitative performance metrics.

A consistent challenge in implementing such a predictive
robustness statement is the high degree of variation that can
arise in the future ODD and the lack of conclusive data that
enables the quantitative prediction of AI module / subsystem
performance (for example, accuracy, recall, mIoU, etc.), and
from this, the prediction of AI system performance (for ex-
ample, safety, efficiency, availability, etc.). Various approaches
have been proposed to improve the understanding of system
performance (see Sec. II for examples), prominently featur-
ing methods to augment datasets of samples under benign
conditions by introducing artificial degradations. This has the
advantage of leveraging high-quality annotations under robust
conditions (both manually-generated and automated) to create
samples of challenging conditions. One limitation is that these
degradations cannot directly be linked to properties of the
target ODD; another is that the effect of ODD conditions
on design parameters such as the choice of specific DNN
models, the training dataset, and technical system parameters
is still not well understood. It is clear that inferior sensor
quality, challenging environmental conditions, and generally
challenging AI tasks degrade AI performance; yet how this
degradation manifests and how knowledge about this can be
used directly to adjust system parameters, hyperparameters, or
ODD definitions is not yet conclusively established.

We introduce an approach to systematically scan the perfor-
mance of DNN-based perception models through physically-
based simulation in the OCTAS® [5] framework that directly
links performance to defined combinations of system param-
eters and environmental conditions. Instead of augmenting
“clean” datasets by introducing artificial degenerations, our
approach introduces physical phenomena in an analytic, model
based process that enables the consistent tracking of physical
parameters of the degradations. We demonstrate the approach
on the example of traffic sign recognition, as this represents

a well-understood and established task that provides a wide
range of publicly available datasets and applicable models.
It also represents a task for which a data synthesis pipeline
exists [6], for which the adequacy of replacing real data
with physically-based synthetic data was demonstrated through
the conduction of cross-dataset evaluation. We utilize this
pipeline to generate a synthetic dataset of traffic signs with
highly-resolved degradations (61×36 subdatasets) in camera
parameters (as shown in Fig. 1), comprising 9 442 800 images
(plus additional metadata) across 43 traffic sign classes from
the German Traffic Sign Recognition Benchmark (GTSRB)
dataset [2]. Each combination of class and camera parameters
was covered with 100 samples of the same traffic sign type
under different viewing angles, environmental conditions, and
surface variations, enabling to trace the degradation of recog-
nition performance.

In Sec. II we introduce the existing state of the art, based
on which we establish the generation of the dataset for the
sensitivity analysis in Sec. III. The generated dataset is applied
in Sec. IV to yield sensitivity curves across different DNN
architectures and training datasets. The results show that DNN
performance under challenging perception conditions varies
based on the DNN model architecture, as well as primarily on
the training dataset used, and that these parameters are strongly
correlated in a way that is occasionally counter-intuitive.
They show that physically-based degradations do not have
a homogeneous or monotonic effect on DNN performance,
which is why they cannot simply be inferred. Furthermore,
the performance curves of DNN models across degradations
exhibit highly different and complex structures that—when
known—can be used to specify requirements on the system
and the ODD. In Sec. V, we draw conclusions from the study
and provide an outlook on how the principle may be leveraged
to establish a closer link, across different domains and tasks,
between the parameters of the ODD and the performance of
AI at the model or subsystem level.

II. STATE OF THE ART

The robustness—or conversely the sensitivity—of analytic
deep learning models w.r.t. objective parameters of the sub-
ject of analysis, both deliberate adversarial modifications
and incidental (non-adversarial) perturbations, has been a
long-standing research topic. In [7], a systematic sensitivity
evaluation is performed by defining a perturbation manifold
from which variations of datasets and network parameters are
generated in various classification applications. An overview
of different robustness evaluation approaches is provided in
[8], which distinguishes between environmental effects (i.a.,
lighting and weather), rendering (i.a., filters, compression,
drawing style), and sensor (i.a., motion blur, noise), stating,
“Of the studies which examined multiple corruption categories
(31), noise (20) and blur (5) sensor (S) corruptions were
found to have the strongest impact on performance.” With DIN
SPEC 91527:2025-12 [9], a PAS standard was published that
provides a framework for runtime-monitoring of AI systems
according to different metrics and reacting to a detected lack
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of robustness during operation. In [10], the robustness against
different types of anonymization is evaluated, representing a
third type of perturbation besides adversarial and incidental.
In [11], the sensitivity of models against variations in hy-
perparameters is evaluated, while [12] evaluates the sensi-
tivity of learning quality with respect to continual learning
paradigms, and [13] uses parameter variation to derive model
sensitivities in classical ML behavior modeling. The effect of
artifacts introduced by image compression and virtualization
is assessed in [14]. In [15], the impact of motion blur on
camera data is evaluated through post-processing images, and
mitigation methods are derived; similarly, [16] evaluates the
effect of motion blur in robotic inspection. In [17], a system-
atic analysis of motion blur for image analysis is conducted
by post-processing images through adversarial kernels, both
on simulated and real imagery. In [18], simulated data is used
in conjunction with post-processing over realistic and non-
realistic perturbations on image and depth data to benchmark
the robustness of SLAM methods. Additional applications of
synthetic data for computer vision and perception tasks can
be found in [19], [20], [21]. Corresponding datasets are based
directly on computer games [22], [23], [24] or computer game
engines (such as the Unity [25] or the Unreal engine) [26],
[27], [28], [29], [30], [31], [32], including data simulated in
the Carla Simulator [33].

The specific use case of traffic sign recognition has repeat-
edly been considered a benchmark for ML applications, partly
due to the clear scope and wide availability of datasets and
reference models, with [34] using this task (among others) as a
demonstration of deep learning-based methods outperforming
humans in a vision task. Specific approaches towards this
task through synthetic data include real data modified through
augmentation and recombination (e.g., [35], [36], [37], [38]),
or the use of generative AI to create sensor data, such as [39],
[40] for the specific task of traffic sign recognition. In [41],
a framework was presented for the systematic synthesis of
sensor data based on physically-based rendering, which was
applied in [6] to generate a traffic sign recognition dataset that
achieved training results outperforming the use of real data. In
[42], this approach was used to evaluate the interpretation of
explainable AI (XAI) approaches for deep learning attention
on the same task.

III. SYNTHETIC TEST DATASETS

As outlined in the introduction, the focus of this paper is
on the pipeline to generate arrays of datasets with finely-
resolved, physically-based imaging artifacts to measure their
effect onto the performance of different model architectures,
training parameters, and subtasks. The purpose of the synthetic
test datasets is to systematically cover the task of traffic
sign recognition over incremental degradations that preserve
a physical meaning w.r.t. properties of the ODD. As a basis,
we choose the synthesis pipeline presented in [6], where the
Synset Signset Germany (SSG) dataset, which represents the
“virtual twin” of the GTSRB dataset [2], [43], was created, and
where a training / testing comparison showed that the synthetic
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Fig. 2: Distribution of image widths in
GTSRB [2] (cropped to max 130 px).

Fig. 3: Examples of provided
mask and segmentation images.

data can adequately replace real-world data within the given
scope. The synthesis pipeline uses physically-based rendering
and procedural, stochastically-based scenario sampling in the
OCTAS® framework to generate pictures of traffic signs with
realistic variations in viewing angles and environments, as well
as generative wear and tear on the traffic sign surface based
on real-world data. The pipeline was already used in [42] to
explore XAI approaches w.r.t. learning performance of DNNs.

In the physically-based framework, degradations must be
modeled based on environmental and sensor properties rather
than through post-processing effects; accordingly, a model is
required that represents variations in the ODD and in sensor
properties. To demonstrate the approach, we chose to relate
exposure parameters to DNN performance, namely two param-
eters to compensate for low-light situations: Longer exposure
times (introducing motion blur) and stronger camera gain or
higher ISO, increasing sensitivity to light at the expense of
increased noise levels.

On the other hand, for meaningful and transferable results,
it is necessary to parameterize these effects in a way that
maps readily to various practical applications rather than
just a single one. A wide range of related parameters affect
camera exposure: Different noise models are introduced from
different physical effects; exposure times introduce motion
blur not directly, but indirectly through angular or spatial
motion of the camera, object distance, focal length, and
sensor size; and all of these effects can again be varied by
a third exposure parameter, the aperture, which controls the
incoming light. The aperture introduces another complex set
of parameters, namely depth of field or defocus blur for
wide apertures and the introduction of diffraction patterns for
narrow apertures, both of which again depend not only on
the numerical aperture value but also on the geometric shape
of the aperture diaphragm. Additionally, several other effects,
such as chromatic aberrations and geometric variations [6],
will also occur in practice that have a non-negligible effect on
DNN performance, as demonstrated in [42].

A. Dataset Generation

To disentangle this complexity and establish transferable,
generic metrics for degeneration effects while maintaining
transparent model assumptions and physical meaning, the fol-
lowing assumptions were taken on basis of the data generation
procedure in [6].

The most fundamental simplification is the limitation to
a single image resolution of 48×48 pixels. This limitation
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is based on the fact that effects such as noise and motion
blur are related to image size (in pixels and in field of
view), such that the effect of constant noise or motion blur
values within a given pixel neighborhood can vary depending
on whether the overall image resolution is high or low. In
turn, DNNs that take smaller input resolutions are rather
unaffected by moderate noise levels introduced into high-
resolution images. Additionally, very high resolutions may
be unrealistic in practical applications (typically traffic sign
detection followed by recognition), while very low resolutions
preclude reasonable DNN performance. Hence, to eliminate
these complexities, all images were rendered at a resolution
of 48×48, which represents the median sample width of 43
pixels in the reference dataset GTSRB [2] (cf. Fig. 2), rounded
to a multiple of 8 to improve rendering performance. Images
are generated such that this size represents raw sensor size,
including, for example, Bayer pattern artifacts and noise.

Concerning the representation of motion blur, we limit our
consideration to the recognition of traffic signs at relatively
long distances (above around 50 m or 150 ft.) and correspond-
ing narrow, forward fields of view, where the perspective
translation of the camera w.r.t. the traffic sign during the
exposure time is negligible. In this case, motion blur can, with
acceptable approximation, be represented as a purely linear
motion between two angles, modeled as an angular shift due
to pitch and yaw changes of the camera with respect to the
sign. To establish a parameterization that does not rely on focal
length, distances, camera motion models, etc., we measure
motion blur in pixels of image size (see above), modeled as
linear motion at a uniformly-sampled angle β ∼ U (−π,π).

Regarding the representation of image noise, we again
solely consider additive noise whose scale is measured w.r.t.
the overall image intensity. This normalizes all image inten-
sities (regardless of their scene environment, such as indoor
parking, outdoor, day, night, ...) to a common scale, but
removes the need to specify camera sensitivities and electrical
parameters.

All other effects and artifacts applied for the generation
of SSG [6] were either disabled or ensured to be param-
eterized to a constant, realistic, neutral level: The traffic
sign pole is configured to permanently remain in a vertical
orientation. Additional traffic signs on the traffic sign pole
and the tree geometry for occlusions and shadow casting
are deactivated. We chose to apply a moderate variation of
camera viewing angles sampled from normal distributions
N (µ,σ2) of roll ∼ N (0.0◦,9.0◦), pitch ∼ N (0.0◦,64.0◦),
and yaw ∼ N (0.0◦,256.0◦). The template image generation,
Pix2Pix-based [44] texture and defect synthesis, the traffic sign
material, traffic sign pole diameter, and pole material variation
remain unchanged. The environment is likewise represented as
in [6] using image-based lighting (IBL). For this purpose, 523
uniformly sampled environment maps from Polyhaven [45]
were utilized. Concerning the image artifact configuration, lens
flares and chromatic aberrations were excluded. Limited digital
image sharpening and Bayer pattern artifacts are present. The
point spread functions (PSF) are constant and based on the

original parameterization in [6]. Internally, we improved the
white balancing and AEC error calculation from [6].

For rendering the images, OCTAS® currently provides APIs
to the rasterization-based engine OGRE3D [46] and the path-
tracing engine Cycles [47]. However, as the evaluation in
[6] demonstrated that the generated data from both methods
resulted in comparable outcomes, we opted to use only the less
computationally demanding OGRE3D engine for this work.

The result is shown in Fig. 1, where the modeling of
motion blur and image noise allows to define isolines of
environmental lighting conditions or effective irradiance, such
that any image sampled along the line would yield the same
brightness according to automatic exposure control (AEC); yet
each point along the line represents a different permissible
tradeoff between exposure time and gain. This perspective can
be mapped to any practical application where relative noise
scale and motion blur can be measured or estimated from
system models.

B. Dataset Properties

The resulting test dataset comprises 2 196 individual sub-
datasets, generated by combining 36 levels of motion blur ×
61 levels of additive noise. For motion blur, the dataset covers
pixel-wise degradations from 0 to 35 pixels; for the additive
image noise, the subdatasets were generated using a scaling
factor that increases in increments of 0.01, ranging from 0.0 to
0.6. Each of the subdatasets includes the 43 traffic sign classes
of GTSRB [2], with 100 images per class, which sum up to
9 442 800 images overall. Together with the RGB images, we
provide mask and segmentation images (cf. Fig. 3), as well as
image-wise json metadata files containing the stochastically
selected environment and imaging effect parameters.

IV. EVALUATION

A. Evaluated Network Architectures and Training Setup

For the evaluation, we employ two state-of-the-art image
classification architectures: ConvNeXt V2 [1], a pure CNN,
and MaxViT [48], a CNN-ViT hybrid model. To gain insight
into the potential influence of network capacity, we train
ConvNeXt V2 at model scales Base (89M parameters), Nano
(15.6M), and Atto (3.7M), alongside MaxViT Tiny (31M).
Training follows the official ConvNeXt V2 fine-tuning pipeline
with minor modifications. Each model is initialized with
ImageNet-1k [49] pre-trained weights and fine-tuned sepa-
rately on GTSRB [2] and the corresponding 43-class subset
of SSG [6] for 100 epochs at an input resolution of 224×224
with a batch size of 128. For the ConvNeXt V2 models, the
first two stages remain frozen. We use the AdamW optimizer
with an initial learning rate of 10−3, cosine annealing to
10−6, a linear warmup over 10 epochs, and a weight decay of
10−2. Regularization includes label smoothing (0.1), drop path
(0.1), random erasing, and RandAugment [50]. Since traffic
signs are sensitive to orientation, geometric augmentations
(e.g., horizontal/vertical flipping) are disabled. To determine
the influence of the random seed, we conduct eight additional
training runs for ConvNeXt V2 Atto with differing seeds.
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Fig. 4: Comparison of the overall F1-scores achieved per network architecture
(upper row) and for additional ConvNeXt V2 (CNV2) [1] sizes (lower row)
evaluated on the presented synthetic test dataset.

B. Evaluation Results

All result visualizations presented in this section follow the
representation and coloration in Fig. 1. The first experiment
evaluates the overall F1-scores measured on the presented
synthetic test dataset achieved by the network architectures
under consideration: ConvNeXt V2 (Atto) [1] and MaxViT
(Tiny) [48], which were respectively trained on GTSRB [2]
and SSG [6]. The findings shown in Fig. 4 (upper row)
indicate that, overall, the networks trained on GTSRB exhibit
greater sensitivity to additive noise, and particularly to motion
blur. This is presumably because, on the one hand, the entire
GTSRB dataset was recorded using a single camera setup
(mounted on a mobile platform) [43], which likely results
in less variety in motion blur and additive noise compared
to SSG, where different exposure and noise parameters were
explicitly simulated [6]. On the other hand, it should be con-
sidered that the domain gap between SSG and the generated
test dataset is probably smaller than that to GTSRB since both
originate from the same simulation source, albeit with differing
parameterizations.

Furthermore, comparing the network architectures reveals
that the variations between architectures are smaller than the
variations observed when training on different datasets. The
areas with rather high F1-scores (yellow) have nearly similar
dimensions and shapes for both architectures. This observation
is also supported by the evaluations of different ConvNeXt
V2 sizes; the results for Nano and Base are complemented
in the lower row of Fig. 4. The slight variation across model
sizes suggests that the potential of the larger models additional
parameters is not fully utilized. This is supported by the nearly
identical validation accuracies achieved across the tested sizes
(e.g., F1 on SSG for ConvNeXt V2 Atto: 0.994; Nano: 0.991;
Base: 0.995) and hints at a mismatch between model capacity
and task complexity for models of these sizes. However, the
comparison of high F1-score area shapes between the training
datasets reveals differences: when training on GTSRB, these
areas are shaped triangularly across the architectures, while
they possess a slightly concave shape due to further expansion

in the near-axis regions when training on SSG. This shows not
only that training on both datasets leads to different sensitivi-
ties to sensing parameters despite very similar performance
results on common test splits (cf. [6]), but also that the
sensitivity to the combination of parameters cannot accurately
be inferred from the analysis of the sensitivity to the individual
sensing parameters.

In addition to the overall results, we tracked the class-wise
F1-scores, which are reported exemplarily for ConvNeXt V2
Atto in Fig. 5. On the instance level, the results reveal that
DNNs react with varying sensitivity to the degradation of
the sensing conditions of individual classes. This is partic-
ularly evident when comparing different logical traffic sign
groups with one another (cf. Fig. 6): the investigated DNNs
are comparably robust in the classification of circular blue
regulatory signs under noisy and (motion) blurry conditions.
The robustness of speed limit recognition achieves medium
robustness in both aspects, while the DNNs are most sensitive
to the classification of danger signs under degraded sensing
conditions. The comparison of the per-class results of the
two network instances shows that, as assumed, the areas
with relatively high F1-scores (yellow) for the individual
classes tend to exhibit the dataset-typical shape. However,
the robustness distribution across the classes is comparatively
similar (e.g., for the danger sign of bicycles, both networks
react most sensitively), which indicates that the DNNs are
capable of learning similar features from both datasets and
underscores the practical usefulness of SSG.

To be capable of estimating the result variability due to the
random seed used during training, we evaluated eight addi-
tional training runs for ConvNeXt V2 Atto [1] on GTSRB [2]
and SSG [6]. The performance results measured on the corre-
sponding test splits (GTSRB: F1weighted = 0.998±0.0004, SSG:
F1 = 0.993±0.0016) exhibit a small standard deviation, and
the resulting F1-score matrices do not significantly deviate
from the matrices reported in Fig. 4, as demonstrated by the
standard deviation plot over all seeds in Fig. 7. Nevertheless,
we observed, on the one hand, that single seeds could result
in notably less robustness (cf. Fig. 7), and on the other hand,
a high variation in class collapsing behavior between different
architecture types, even when training the same architecture
with different seeds (cf. Fig. 8). This finding highlights the
need to accurately define and test the ODD for safety-critical
applications; otherwise, random effects might occur.

Overall, the proposed testing approach on the presented
dataset provides valuable additional insights into the sensitivity
of DNNs to sensing parameters. However, when using the test
dataset for the sensitivity analysis of custom DNNs, it should
be considered that metrics such as precision or recall should
NOT be used in isolation. There are single classes where the
precision and recall results both serve as good performance
indicators (cf. Fig. 9 A). But the sensitivity analysis aims to
systematically test system limits, where both metrics alone
could lead to incorrect interpretations. The precision metric,
defined as precision= TP/TP+FP, can produce a step-like behav-
ior (cf. Fig. 9 B) when the respective class is rarely predicted
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Fig. 5: Class-wise evaluation of the F1-scores obtained by the ConvNeXt V2 Atto [1] instance trained on the GTSRB dataset [2] (top) and Synset Signset
Germany [6] (bottom). The threshold matrix in the respectively lower right corner reports the intersection of all regions in which the individual classes achieved
an F1-score of over 0.9 (pale yellow, dark blue otherwise).

0.1 0.3 0.5

30
20
10

0 0.1 0.3 0.5

30
20
10

0

GTSRB SSG

M
ot

io
n

B
lu

r
in

px

Additive Noise Factor

Warning Signs
Speed Limits
Blue Regulatory
Signs

t = 0.9

Fig. 6: Visualization of robustness differences regarding to logical traffic sign
groups. Reported are the intersections of the regions where all of the traffic
signs belonging to the respective group achieved a F1-score of over 0.9. Note
that the threshold areas are plotted on top of each other.
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(b) For 8 seeds, outlier excluded.
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robust to noise, we reported the results (a) with and (b) without this outlier.
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Fig. 9: Single class precision and recall examples accomplished by the
ConvNeXt V2 Atto trained on GTSRB [2] and tested on the proposed testing
dataset. While for A, both metrics seem to be good standalone performance
indicators, for precision the example B and for recall the examples C and D
show that both metrics can be misleading when considered isolated.

in combination with nearly no FPs. Consequently, it indicates
good performance in the border areas, where performance
degrades according to recall. Conversely, the recall metric,
defined as recall = TP/TP+FN, indicates good performance for
classes to which the network collapses (cf. Fig. 9 C D). In
addition to more comprehensive metrics such as the F1-score,
which combines both metrics, considering precision and recall
individually can lead to extra information and thus a better
understanding.

V. CONCLUSION AND OUTLOOK

In this work, we presented an approach to the sensitivity
analysis of DNNs to sensing parameters through synthetic
data, performed exemplarily on the task of traffic sign recog-
nition. This includes the following contributions:

(I) The development of a systematic testing approach
through the use of physically-based synthetic data, which is
applicable to a wide variety of DL perception tasks.

(II) A publicly available, physically-based synthetic testing
dataset for the task of traffic sign recognition, following the
proposed testing approach and including 2 196 subdatasets
with 43 classes each, summing up to 9 442 800 samples, plus
additional metadata. The dataset can serve as a basis for further
in-depth investigation into the performance of DNNs under
challenging conditions.

(III) Exemplary testing results for the DNN architectures
ConvNeXt V2 (Atto, Nano, Base) [1] and MaxViT (Tiny) [48],
respectively trained on GTSRB [2] and SSG [6]. Through the
linkage of the achieved performance to defined combinations
of system parameters and environmental conditions, operators
of the same architecture and training dataset combinations can
use the reported results to either facilitate their estimation of
the ODD or to choose and parameterize their camera system.

Our results demonstrate that the properties of the training
dataset have a stronger impact on a DNN’s sensitivity to
sensing parameters than the specific network architecture.
Furthermore, training on different datasets can lead to differing
sensitivity patterns with respect to sensing parameters, even
when the overall performance metrics measured on com-
mon validation datasets appear nearly similar. Moreover, the
sensitivity to a combination of sensing parameters cannot

reliably be inferred from the sensitivities to individual param-
eters, highlighting the need for dedicated analyzes of (sens-
ing) parameter interactions. In addition, our results underline
the meaningfulness of analyzing class-wise performances for
safety-critical applications: the influence of sensing parameters
can vary substantially across classes or groups of classes and
is not adequately captured by averaging or aggregating class-
wise metrics alone. Finally, our results show that the selected
random seed strongly affects which classes the DNN collapses
to in edge cases, emphasizing the need to investigate and
understand the scope of the ODD to prevent random effects
and ensure safe and reliable operation.

Outlook

Overall, the proposed testing approach has demonstrated,
in the context of the traffic sign recognition task, that it
can yield meaningful insights into the intricate behavior of
the investigated DNNs—insights that cannot be achieved by
merely evaluating on validation datasets or relying on simple
quality measures. This underlines the usefulness of synthetic
data for testing deep learning-based applications and renders
the approach interesting for further tasks. As pointed out
in the study, it is pivotal to base the testing approach on
physically-based synthetic data to be capable of linking the
results to the ODD. Furthermore, it is urgently necessary to
examine the comparability of real data to the synthetic data
before using them as test data, which we have done for our
data in [6]. The results of the presented analysis showed that
metrics such as precision and recall are not good performance
indicators in isolation; instead, more comprehensive metrics,
such as (for classification tasks) the F1-score, should be used.
Additionally, we assume that, for more complex tasks, the
choice of network architecture influences a DNN’s sensitivity
to sensing parameters more strongly than indicated by our
analysis. For new tasks, and especially for more complex tasks,
this should be further investigated.
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